
XTWIP JSON-RPC API 

 

JSON-RPC is lightweight remote procedure call protocol similar to XML-RPC. XTWIP offers a JSON-RPC 
web service to manage workspaces. Any JSON-RPC 1.0 and 1.1 client implementation is compatible with 
this web service. 
 
Example json-rpc request, response and error messages: 
 
Request: 
{ 
 "version":"1.1", 
 "method":"createWorkspace", 
 "id":1, 
 "params":{ 
  "devKey":"67f05715aa991ad45e3c55d95e6b7f62a55c9d78", 
  "wsName":"Test Workspace" 
 } 
} 
Response: 
{ 
 "version":"1.1", 
 "id":1, 
 "result":{ 
  "wsID":2610, 
  "allowed":true 

 } 
} 
Error (not related to the previous example method call): 
{ 
 "version":"1.1", 
 "id":1, 
 "error":{ 
  "code":107, 
  "name":"Workspace not found", 
  "message":"Workspace not found" 
 } 
} 

Introduction 
 

To access the XTWIP web service you need a confirmed account with a valid developer key. A developer 
key will be generated when creating an account and sent to your email. You can also find the developer 
key on your account screen when logging into XTWIP.com. You can limit web service access to a specific 
ip address by adding an IP address in your application configuration on the XTWIP Configuration screen. 

  



General Error Codes 
The web service returns the following errors unrelated to specific methods: 

Bad JSON-RPC message 

Error Code: 0 
Name: Parse Error 
Message: An error occurred on the server while parsing the JSON text comprising the procedure call. 
This error is returned when receiving a malformed json-rpc message.  

Internal Error 

Error Code: 001 
Name: Internal Error 
Message: The server encountered an error while processing your request. 
This error is returned when the server, for some reason most likely unrelated to your client 
implementation, is unable to process a valid request. 

Bad Authentication 

Error Code: 002 
Name: Invalid authorization credentials 
Message: The developer key is invalid or the IP address doesn't match the developer key provided. 
 

Available Methods 
 
All methods require the first parameter to be the developer key (named devKey). 

1. createWorkspace 

Request Parameters: 

devKey – string, developer key (required). 
wsName – string, the name of the workspace (optional – defaults to “Workspace”) 
initialData – the initial data for the workspace (optional – availability may be restricted by your chosen 
service). 

Response: 

wsID – string, the workspace id. 
allowed – always true, indicates a successful request. 

Possible Errors: 

Workspace Limit Reached 
Error Code: 101 
Name: Create Limit Reached 
Message: You have reached the workspace limit of this service. 
 
Initial Data not allowed 
Error Code: 103 
Name: Initial Data not allowed 



Message: You cannot send initial data with this service. 
 
No Available Servers 
Error Code: 105 
Name: No available servers 
Message: No available servers. 
This error is returned when the service could not find a suitable server to host a new workspace. 
 
Example Messages: 
***** Request ***** 
{ 
 "version":"1.1", 
 "method":"createWorkspace", 
 "id":1, 
 "params":{ 
  "devKey":"67f05715aa991ad45e3c55d95e6b7f62a55c9d78", 
  "wsName":"Test Workspace" 

 } 
} 
***** End Of request ***** 
 
***** Server response ***** 
{ 
 "version":"1.1", 
 "id":1, 
 "result":{ 
  "wsID":2610, 
  "allowed":true 
 } 
} 
***** End of server response ***** 

 

2. deleteWorkspace 

Request Parameters: 

devKey – string, developer key (required). 
wsID – string, the id of the workspace (required) 

Response: 

allowed – boolean 

Possible Errors: 

Invalid workspace ID 
Error Code: 106 
Name: Invalid workspace id 
Message: Invalid workspace id. 
 
Workspace not found 
Error Code: 107 
Name: Workspace not found 
Message: Workspace not found. 



Example messages: 
***** Request ***** 
{ 
 "version":"1.1", 
 "method":"deleteWorkspace", 
 "id":1, 
 "params":{ 
  "devKey":"67f05715aa991ad45e3c55d95e6b7f62a55c9d78", 
  "wsID":2612 
 } 
} 
***** End Of request ***** 
 
***** Server response ***** 
{ 
 "version":"1.1", 
 "id":1, 
 "result":{ 
  "allowed":true 
 } 
} 
***** End of server response ***** 

 

3. accessWorkspace 

Request Parameters: 

devKey – string, developer key (required). 
wsID – string, the id of the workspace (required) 
embedding – boolean, whether the application accessing the workspace is to be embedded in an XTWIP 
hosted page, optional 
realUsername – string, the real name of the user (optional) 
realEmail – the real email of the user (optional) 

Response: 

allowed – boolean 
tempUsername – string, the temporary username generated to access the workspace 
tempPass – string, the temporary password generated to access the workspace 
ip – string, the ip address of the server where the workspace can be accessed 
port – string, the port number available on the server where the workspace can be accessed 

Possible Errors: 

Invalid workspace ID 
Error Code: 106 
Name: Invalid workspace id 
Message: Invalid workspace id. 
 
Workspace not found 
Error Code: 107 
Name: Workspace not found 
Message: Workspace not found. 
 



Access limit 
Error Code: 108 
Name: Request Limit Reached 
Message: You have reached the request access limit of this service. 
 
Example messages: 
***** Request ***** 
{ 
 "version":"1.1", 
 "method":"accessWorkspace", 
 "id":1, 
 "params":{ 
  "devKey":"67f05715aa991ad45e3c55d95e6b7f62a55c9d78", 
  "wsID":2612 
 } 
} 
***** End Of request ***** 
 
***** Server response ***** 
{ 
 "version":"1.1", 
 "id":1, 
 "result":{ 
  "allowed":true, 
  "tempUsername":"temp3tsvfpi9obrsjf2ghnh5re67e7", 
  "tempPass":"15d58dcfef2c9863bd02517923da55e7", 
  "ip":"188.40.130.45", 
  "port":"80" 
 } 
} 
***** End of server response ***** 

 

4. downloadWorkspace 

Request Parameters: 

devKey – string, developer key (required). 
wsID – string, the id of the workspace (required) 

Response: 

allowed – boolean 
data – mixed, the workspace data 

Possible Errors: 

Invalid workspace ID 
Error Code: 106 
Name: Invalid workspace id 
Message: Invalid workspace id. 
 
Workspace not found 
Error Code: 107 
Name: Workspace not found 
Message: Workspace not found. 



 
Access limit 
Error Code: 108 
Name: Request Limit Reached 
Message: You have reached the request access limit of this service. 
 
 
Example client implementations can be obtained in the resource area on XTWIP.com 


